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***** Start of Change *****
7.2.x
Handover of a PDU Session procedure between 3GPP and untrusted non-3GPP access
This clause specifies security aspect for the handover procedures between 3GPP and untrusted non-3GPP access defined in clause 4.9.2 of TS 23.502 [8]. The procedures consist of three steps, i.e., registration (if the UE is not registered via target access), PDU session establishment and release of access resources. When source and target accesses are in the same PLMN, security context such as KSEAF, KAMF and NAS security keys used in source access can be used by the UE and the AMF for target access as described in clause 6.3.2.2. On the other hand, when target access is in the different PLMN from source access, another set of KSEAF and subsequent keys shall be derived and used by the UE and the AMF in target PLMN as described in clause 6.3.2.1. Details are described in the following subclauses.

7.2.x.1
Handover of a PDU Session procedure from untrusted non-3GPP to 3GPP access
This clause specifies security aspects for the handover of PDU Session(s) from untrusted non-3GPP access to 3GPP access.
If the UE is not registered via 3GPP access in the target PLMN, the UE shall initiate Registration procedure as defined in clause 4.9.2 of TS 23.502 [8]. 

If the target AMF is in the same PLMN as the N3IWF, the SEAF may decide to skip authentication. In this case the same 5G NAS security context may be used. 

If the target AMF is not in the same PLMN as the N3IWF, the SEAF shall send the Nausf_UEAuthentication_Authenticate Request message to the AUSF. The AUSF, based on local policy, may decide to initiate fast re-authentication using KAUSF as specified in clause <TBD> of this specification. Alternatively, the AUSF may also decide to initiate complete re-authentication as specified in clause 6.1.3 of this specification. After successful authentication, NAS SMC procedure as specified in clause 6.7.2 of this specification is run to establish a new 5G NAS Security context. The NAS counts associated with NAS connection id "0" are set for the new NAS connection via 3GPP access as specified in clause 6.4.5 of this specification.

The UE and AMF shall derive KgNB from KAMF as specified in Annex A.9 and the AMF send it to the gNB. The UE and the gNB shall establish 5G AS security context as specified in clause 6.7.4 of this specification. UP security is activated for all PDU sessions in the target PLMN as defined in clause 6.6.2 of this specification. 

When the UE releases the resources of non-3GPP access in the source PLMN, the corresponding security contexts are deleted at the UE and N3IWF.  
When the resources of non-3GPP access are released, the security contexts of SA of IPsec are deleted.
7.2.x.2
Handover of a PDU Session procedure from 3GPP to untrusted non-3GPP access
This clause specifies security aspects for the handover of PDU Session(s) from 3GPP access to untrusted non-3GPP access.

If the UE is not registered via untrusted non-3GPP access in the target PLMN, the UE shall initiate Registration procedure as defined in clause 4.9.2 of TS 23.502 [8]. 

If the target AMF is in the same PLMN as the gNB, the SEAF may decide to skip authentication. In this case the same 5G NAS security context may be used. 

If the target AMF is not in the same PLMN as the gNB, the SEAF shall send the Nausf_UEAuthentication_Authenticate Request message to the AUSF. The AUSF, based on local policy, may decide to initiate fast re-authentication using KAUSF as specified in clause <TBD> of this specification. Alternatively, the AUSF may also decide to initiate complete re-authentication as specified in clause 6.1.3 of this specification. 

After successful authentication, a new 5G NAS Security context and 5G AS security context for non-3GPP access are established as specified in steps 8 – 17 in clause 7.2.1 of this specification. 

The NAS counts associated with NAS connection id "1" are set for the new NAS connection via untrusted non-3GPP access as specified in clause 6.4.5 of this specification.

When the UE releases the resources of 3GPP access in the source PLMN, the corresponding security contexts are deleted at the UE and gNB.
***** End of Change *****
